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• Scope of Chartered Accountants in Practice in third party audits 

• Mandate by most of the regulator like RBI, IRDAI etc.

• Proposed Personal Data Protection Bill

Clause 29.—This clause seeks to require significant data fiduciaries to have 
their policies and conduct audited by data auditors.

(2) Every data fiduciary and data processor shall undertake a review of its security safeguards 
periodically in such manner as may be specified by regulations and take appropriate measures 
accordingly.

Internal Audit shall conduct audit for third party /vendors handling critical data on planned and ad hoc basis to 
measure the effectiveness of the third party security controls implemented

IRDAI Mandates: 



Third party service provider means a professional 
body engaged by a organization to provide services 
to their clients. 

Example Includes:
• Call Centre
• BPO
• Date Entry 
• TPA

‘Outsourcing of the process’



Auditor should have clear idea about scope and objective of 
the audit.

If audit is mandated by some regulation, auditor should be 
aware about the underlying requirements.

Scope of work should be well documented and approved by 
management.

The Beginning 

Example: Awareness about IRDAI checklist for Vendor 
associated with Insurance Companies. IRDAI mandates for 
data localization.



Audit Preparation – Essential Factors 

 Review of Service Level Agreement

 Review last year audit report, if any

 Walkthrough of the process being outsourced 

Review of risk register of the process/department

Understand the profile and organization structure of 
service provider

Private, Partnership, listed, year of existence, 
employee strength etc. 

Nature of outsourcing, terms of the contract, IS 
clause, BCP clause etc.

high risk observations, compliance level

Understand end to end process

understand inherent risk, residual risk and risk appetite



Service Level Agreement

Right to audit clause 

Confidentiality clause & Non disclosure agreement 

Information Security Requirements 

No outsourcing clause 

Escrow Arrangement 

Business Continuity Requirements

Must have clauses 

Service provider to obtain NDA from its employees 

Easy access to service provider’s record, data, documents 

Most ignored clause 

CIA Triad – Requirements 

Applicable for software developers for safe custody of 
source code

Requirements of business continuity during disruption 



Audit Checklist – The Magical 
Document

Audit Checklist should be derived from:
• Service Level Agreement
• Risk Register
• Inputs from the process owner/department/organization
• ISO 27001 controls
• Industry specific requirements 

As a good practice, checklist should be made available to the 
service provider in advance.

Globally recognized standard for ISMS



The Day 
Opening Meeting 

Process Walkthrough 

Floor Walkthrough 

Desktop Security 

Run through the audit checklist

Closing Meeting 

Introduction – scope-objective – audit plan

Quick understanding of the process

Review the system hardening and control

Observe the actual process



On the Floor

Separate Floor

Understand end to end practice 

Data sharing practices 

Data purging practices 

Employee Awareness 

Clear Desk & Clear Screen Policy

Exclusive arrangement for organization’s process

Input – Process - Output

Secured FTP/Encryption/Password Protection

Use of specialized tools to erase the data 

Awareness about organization security requirements-
Example Inbound Call Centre

No sensitive data on the desk or screen



Desktop Security 

Passwords are not pre-saved in browser(s)

Screen saver should be enabled

System date and time – Admin Controls 

Guest user account should be disabled

Deployment of password framework

Regedit/System 32/Logs – Admin Controls

Synchronization with Network Time Protocol (NTP)

Installation of only authorized Software



Desktop Security 

Updated Antivirus 

Windows Firewall and Window Defender Security

Windows – Patch Updation 

Browsers – Updated versions 

Genuine Operating System



Pre-saved passwords 



Pre-saved passwords 



Pre-saved passwords 

High risk if passwords are saved for critical applications 



Updated Browser



Updated Browser

IE 11 is the latest version
Microsoft do not release patch for earlier versions



Screen Saver

This should be enabled

Depends on criticality of the system. 30 seconds to 120 seconds. Not 
more than 2 minutes

Search/Run -   ‘change screen saver’

Screen saver helps to lock the idle screen



Window Version

Search/Run -   ‘winver’

Windows 10 is the latest version
Microsoft do not release patch for earlier versions



Window Version

Search/Run -   ‘activation’

Apart from compliance issue, unlicensed 
version is prone to malware attack



Antivirus 

Search/Run -   ‘virus and threat protection’

As a good practice, scan should 
happen every 7 days

Signature should get updated 
almost on daily basis



Window Patch Update  

Search/Run -   ‘view update history’

Last update should be within a month



Guest Users



Guest Users



Guest Users



Change Date & Time

  This should be restricted 

Search/Run -   ‘change date and time’

otherwise it could have impact on log capturing 
and audit trail



Clock Synchronization

This will help in correct log capturing and audit trail



Reviewing the installed software

Compare this will approved software list
Unauthorized software should be reported 



Password Management

Password Complexity 

Sharing of first time password 

Maximum Password Age 

Single Sign On

Capital letter – special character – min 8 character etc.

Should be made available to the user only

Automatic expiry of the password at defined interval

Risk of single point of failure 



Password Deployment

Enter the command ‘net accounts’

Compare  
these 
variables 
with 
password 
policy

CMD – type command ‘net accounts’

Report the deviation



Ownership of Assets 

Asset Management

Inventory of Assets 

Classification of Assets 

critical , non critical etc. Stringent controls for critical 
assets.

desktop, laptop, servers, network device etc. 

owner is responsible for the safeguard of the data. 



HR Aspects

Recruitment Process 

Induction Process 

Providing various Access

Training Process 

Defined Job Descriptions 

interview structure, background verification process 

coverage of information security training 

need to know basis, appropriate approvals

information security training at frequent interval 

documented roles and responsibilities 

Exit Process
termination of all accesses immediately 



Network Security 

Placement & Control of firewall

Log Monitoring

Deny All or Allow All

ISP Redundancy

Data Sharing - SFTP

VAPT Process 

network diagram, firewall controls, approval for rule 
changes

log capturing and monitoring process

network backup

VAPT process, frequency and compliance level

traffic rules for critical system, appropriate approvals



Email Security 

Control on Shared Email ID

Anti-Virus scanning for attachments 

Encryption/Password Protection for Data Sharing

Domain based Email Restrictions

Email Retention 

Email Backup

Approved Email Usage Policy

only unique email IDs, approval for shared email IDs, 
appropriate controls 

email communication with only approved domains



BCP Training 

Business Continuity Arrangements

Availability of approved BCP & DRP

Periodic Review

BCP Testing 

approved documents, version controls 

frequncy, test results and analysis



Backup Management 

Availability of approved backup policy

Restoration Test

Backup Media Management

Offsite Storage of the Backup

approved documents, version controls 

frequency, test results and analysis

security

different seismic zone



Compliance & Risk Management

Risk Management Procedure 

Compliance Procedure 

Internal Audit Procedure 



Policies & Procedures 

Availability of documented policies and procedures 

Annual review and updation 

Approval Process 

Version Control

Adequacy of the policy 

Awareness amongst the staff



Logical Access Controls

Authorization Process

Authentication Process 

Two factor of authentication 

Privilege Access

Need to Know 

Generic Accounts 

Log capturing & Monitoring  

User Access Review 



Closing Meeting

Discuss findings 

Obtain auditee’s view

Take sign off 

Discuss recommendation and closure timeline



Audit 
Report

I think now you will also agree 
that our report do carry weight

It is important to determine that whether audit report has created any added value for the client  




