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e Scope of Chartered Accountants in Practice in third party audits

IRDAI Mandates:

Internal Audit shall conduct audit for third party /vendors handling critical data on planned and ad hoc basis to
measure the effectiveness of the third party security controls implemented

Clause 29.—This clause seeks to require significant data fiduciaries to have
their policies and conduct audited by data auditors.

(2) Every data fiduciary and data processor shall undertake a review of its security safeguards
periodically in such manner as may be specified by regulations and take appropriate measures
accordingly.



Third party service provider means a professional
body engaged by a organization to provide services
to their clients.

Example Includes:

e Call Centre

* BPO

* Date Entry
TPA

‘Outsourcing of the process’




| don't understand why

The Beginning

Auditor should have clear idea about scope and objective of
the audit.

we are engaging your
audit services, even

though we don't have

significant issues in years

Scope of work should be well documented and approved by
management.

If audit is mandated by some regulation, auditor should be
aware about the underlying requirements.

Example: Awareness about IRDAI checklist for Vendor
associated with Insurance Companies. IRDAlI mandates for
data localization.




Audit Preparation — Essential Factors

Review of Service Level Agreement
Nature of outsourcing, terms of the contract, IS
clause, BCP clause etc.

Review last year audit report, if any
high risk observations, compliance level

Walkthrough of the process being outsourced
Understand end to end process

Review of risk register of the process/department
understand inherent risk, residual risk and risk appetite

Understand the profile and organization structure of
service provider

Private, Partnership, listed, year of existence,
employee strength etc.




Must have clauses

Information Security Requirements
CIA Triad — Requirements

No outsourcing clause
Most ignored clause

Escrow Arrangement
Applicable for software developers for safe custody of
source code

“We have an agreement in principle. Business Continuity Requirements
The question is, do we all have the same principles?” Requirements of business continuity during disruption



Audit Checklist — The Magical

-
T % Document

Globally recognized standard for ISMS

As a good practice, checklist should be made available to the
service provider in advance.

"Oh yeah, didn't we mention that the audit
would include your internet history?"



The Day

Introduction — scope-objective — audit plan

Process Walkthrough
Quick understanding of the process

Floor Walkthrough

Observe the actual process

Desktop Security

Review the system hardening and control

Closing Meeting




"L DON'T THINK You UNDERSTAND
THE CONCEPT of (YBERSECURITY,

On the Floor

Exclusive arrangement for organization’s process

Understand end to end practice
Input — Process - Output

Data sharing practices
Secured FTP/Encryption/Password Protection

Data purging practices
Use of specialized tools to erase the data

Awareness about organization security requirements-
Example Inbound Call Centre

No sensitive data on the desk or screen



Desktop Security

Passwords are not pre-saved in browser(s)

Screen saver should be enabled

System date and time — Admin Controls

Deployment of password framework

Regedit/System 32/Logs — Admin Controls




Desktop Security
\Updated Antivirus

Windows Firewall and Window Defender Security

Windows — Patch Updation

Genuine Operating System




Pre-saved passwords
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Settings

- You and Google

Autofill

Search engine
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Default browser
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Advanced

Extensions

About Chrome

Pre-saved passwords

Q, Search settings
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Get Google smarts in Chrome
Sync and personalize Chrome across your devices

Sync and Google services
Chrome name and picture

Import bookmarks and settings

Autofill
O+ Passwords
= Payment methods

@  Addressesand more

Turn on sync...



Pre-saved passwords
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Offer to save passwords
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Auto Sign-in
Automatically sign inm tc 2psites using stored credentials. It disabled, you 'w e asked
confirmation every time before signing in to a website.

High risk if passwords are saved for critical applications

Google Account
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Updated Browser
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Updated Browser

About Internet Explorer

IE 11 is the latest version

Microsoft do not release patch for earlie
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Screen Saver

Search/Run - ‘change screen saver’

T L ey

B Screen Saver Settings

Srean Sawver

This should be enabled

G2

Power management

Change po

Screen saver helps to lock the idle screen

|

Conserve energy or maximize perforrmance by adjusting display
brnghtness and other power settings.

wer settings

[ 1 On resume, display logon screen

Depends on criticality of the system. 30 seconds to 120 seconds. N¢
more than 2 minutes
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Window Version

Search/Run - ‘winver’

Windows 10 is the latest version

-- & d Microsoft do not release patch for earlier versions
am VViNndows10

Microsoft Windows
Version 1209 (OS Build 18363.657) |
© 2019 Microsoft Corporation. All rights reserved.

-

The Windows 10 Home Single Language operating system and its user
' interface are protected by trademark and other pending or existing
intellectual property rights in the United States and other
' countries/fregions.,

This product is licensed under the Microsoft Software License
Terms to:

Uuser name
arg name

QI




Window Version

Search/Run - ‘activation’

et — X
o Apart from compliance issue, unlicensed
e Activation version is prone to malware attack
|. S Where’s. my product key?
Depending on how you got
Update & Security Edition Windows 10 Home Single Language LI;]IIL;TI?E:;;TE:'};luc:ek;

Activation  Windows is activated with a digital license . dla¥an e
Get more info about activation

> Windows Update Learn more

M Delivery Optimization Have a question?

Upgrade your edition of Windows L .
i : . Finding your product key
w 'Windows Security

Upgrade to Windows 10 Pro to add features that help yvou connect

to company networks, access one PC from another, encrypt your

T Backup

data and more. ({@ Get help

¥ Give feedback
Troubleshoot a Give fe ac

& Go to the Store to buy the upgrade or enter a product key.
&4 Recovery

ﬂ Go to the Store
&) Activation

q Change product key
M Find my device

. Fordeiciopers Add a Microsoft account

Your Microsoft account unlocks benefits that make your experience with Windows better, including the ability
to reactivate Windows 10 on this device.

Learn more

B Windows Insider Program




Search/Run - ‘virus and threat protection’

Windows Security e

O Virus & threat protection

As a good practice, scan should

Protection for your device against threats. happen every 7 days
S Carrent- threats Signature should get updated

almost on daily basis
Mo current threats.

| ast scan: 30-03-2020 14:20 (guick scan)
0 threats found.

Scan lasted 7 minutes 59 seconds
45721 files scanned.

Quick scan

Scan options
Allowed threats

Protection history



Window Patch Update

Search/Run - ‘view update history’

< Sethings

{n} V|ew update hfStDry Last update should be within a month

Uninstall updates

Recovery options

Update history
\ Feature Updates (1)

Feature update to Windows 10, version 1909
Successfully installed on 16-04-2020

See what's new in this update




Guest Users

Command Prompt

Microsott Windows [Version 10.0.17134.950
Enter (c) 2018 Microsoft Corporation. All right

| C

|
5 reserved.

command -
lusrmer




8 hsmgr Lol Uses and Grougs Locl

Fle Acion View Help

Click on users

More Actions




Guest Users

A Lomputer Management

file Action View Help
¢ 2@ 6 HIMm

&' Computer Management (Local Name Full Name Description

v i System Tools E;Jﬁdministrator Built-in account for administering...
@ Task Scheduler |
: _ s DefaultAcco.., A user account managed by thes...
1] Event Viewer uest Built-in account for quest accesst
a| Shared Folders ;

v & Local Users and Groups|
| Users
| Groups

Down arrow tn the logo

5 mdicates that account 1s
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Change Date & Time

Search/Run - ‘change date and time’
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Date and Time Additonal Clodks Imbtermet Time
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Tirme Zzone

(UTC+05:320) Chennai,, Kol a2 Mumbai, NMNeww Drelhi

C hange tirme zone...

This should be restricted

Daylhight Saving Tirme = not observed by tha=s tirme zone.

otherwise it could have impact on log capturing
and audit trail

ol | Carcel e m




Clock Synchronization

Date and Time

Date and Time Additonal Clocks Intermnet Time

This computer is set to automatically synchronize with "time.nist.gov’.

MNMext synchromzabron: 05-04-2020 at OD:05

The clock was successfully synchronized with time.windows.corm on

D4 -04-2020 at 14:58.

$J Change sesthings...

This will help in correct log capturing and audit trail

- Carnce|




Reviewing the installed software

[El Programs and Features

Contrel Panel Home

Wiew installed updates

®) Turn Windows features on or

off

» Control Panel * Programs » Programs and Features

O Type here to search O

Uninstall or change a program

Organize -

Mame

4 AccessData FTK Imager
(=] Active Whois 3.2
[E] adobe Digital Editions 4.5
Adu:ube Reader XI (11.0.23)
7 airtel
M Autopsy
OCiscn‘.."'.febEx Meetings

o Dell Digital Delivery
EDE” Help & Support
& Dell SupportAssist
EDE” SupportAssist Remediation
[# Dell Touchpad

[ pell Update
EDEII Update - Supportissist Update Plugin

€ Google Chrome
@Grammarl}r for Microsoft® Office Suite
3] IDEA 10.2

Y& Intel(R) Dynamic Platform and Therrmal Framewaork

L& Intel(R) HID Event Filter
ﬂ Intel{R)] Wireles= Bluetooth(R)
‘4 Intel® Graphics Driver
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&1 programs installed
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FPublisher

AccessData

Iwan Mayrakow

Adobe Systems Incorporated
Adobe Systems Incorporated
Huawei Technologies Co.,, Ltd
The Sleuth Kit

Cisco WebEx LLC

Dell Products, LP

Dell Inc.

Dell Inc.

Dell Inc.

Synaptics Incorporated

Dell Inc.

Dell Inc.

F5Pro Labs
10-5trike Software
Google LLC
Gramrmnarly
CaseWare IDEA Inc
Intel Corporation
Intel Corporation
Intel Corporation

Intel Corporation

Intel (T nrnnratinn

Currently installed programs Total size:  4.65 GB

H ® < ®

Compare this will approved software list
To uninstall a program, select it from the list and then click Uninstall, Change, or F{epaiU nauthonzed Softwa re Should be reported
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270572010

Size

776 MB
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337 MB
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Password Management

[EnsemoAn EXPIRED [

| WELLS PRSELBAD: 8 4 o f

Password Complexity
Capital letter — special character — min 8 character etc.

Sharing of first time password

i ~__ Should be made available to the user only

Maximum Password Age
Automatic expiry of the password at defined interval

Single Sign On

\ Risk of single point of failure

"Why do we have to change our passwords?
[t's not like anyone could ever guess it"




Password Deployment

CMD — type command ‘net accounts’

Command Prompt

licrosoft Windows [Version 10.0.177 |
(c) 2018 Microsoft Corporation. All rights reserved.

: \Users' ‘net accounts

Force user logoff how long after time expires?: Never
1inimum password age (days): e
laximum password age (days): 42
1inimum password length: 0

Length of password history maintained: None

| ockout threshold: Never
Lockout duration (minutes): 30

Lockout observation window (minutes): 30

omputer role: WORKSTATION

-

'he command completed successtully.




Asset Management

Inventory of Assets

desktop, laptop, servers, network device etc.

owner is responsible for the safeguard of the data.

critical , non critical etc. Stringent controls for critical
assets.




HR Aspects

Recruitment Process

interview structure, background verification process

Induction Process

coverage of information security training

need to know basis, appropriate approvals

information security training at frequent interval

Defined Job Descriptions
documented roles and responsibilities

Exit Process

Until we implement a complete segregation of duties solution termination of all accesses immediately

the auditor said we will need to press the 'enter’ key together"
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“_""J; § Placement & Control of firewall
) e 4 : :
Il 5 network diagram, firewall controls, approval for rule
Sl
D ‘ changes
3 th&;&“‘;]l Log Monitoring
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ISP Redundancy
sy network backup
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, o A
CEIH' you make the pEHEtI‘B.tlDI'l tEStmg StDp. VAPT process, frequency and compliance level
[ think we've been penetrated enough!”



Email Security

Control on Shared Email ID

| sent a wrong email,
Trying to get it back,

only unique email IDs, approval for shared email IDs,
appropriate controls

Anti-Virus scanning for attachments

email communication with only approved domains

Email Retention

Email Backup



Business Continuity Arrangements

Everyone Is

safe approved documents, version controls
[ : 7
N Great! Let's activate Periodic Review
- the Disaster

o - ﬁ Recovery plan
Y, 3 il \
;%% o P BCPTestmg
-LLL-"‘-""' -"-. = frequncy, test results and analysis

e BCPTaining

the server !!




EZ' Backup Management
\ Availability of approved backup policy
approved documents, version controls

frequency, test results and analysis

security

Offsite Storage of the Backup

different seismic zone

"This is not technically off-site storage"
"What, do I need a longer pole?”



Compliance & Risk Management

Risk Management Procedure

Compliance Procedure




Policies & Procedures

Availability of documented policies and procedures

Annual review and updation

Adequacy of the policy

Awareness amongst the staff

Nesicner HipeToa rom

"It says 'please wait while critical updates are installed



Logical Access Controls

Authorization Process

Authentication Process

Two factor of authentication

Privilege Access

Need to Know

Generic Accounts

Log capturing & Monitoring

User Access Review

17-factor authentication



Closing Meeting

Discuss findings

Obtain auditee’s view

Discuss recommendation and closure timeline

Take sign off

“Well I think you should tell him about
the discrepancies we found.”



| think now you will also agree
that our report do carry weight

It is important to determine that whether audit report has created any added value for the client



Thank You



